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We lead the National effort
to understand, manage, and
reduce risk to our cyber and
physical infrastructure.

Secure and resilient
infrastructure for the
American people.
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GOAL1
DEFEND TODAY

Defend against urgent
threats and hazards

GOAL 2
SECURE TOMORROW

Strengthen critical
infrastructure and
address long-term risks
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Work

The Cybersecurity and Infrastructure Security
Agency (CISA) works with partners to defend
against today’s threats and collaborating to
build more secure and resilient infrastructure
for the future



Presenter Notes
Presentation Notes
Our work is broken down into Seven competencies- rather proficiencies that underpin our abilities as the Nation’s risk advisor: 

Partnership Development: At CISA, everything we do hinges on collaboration with the private sector as well as with all levels of government to include state and local governments.   CISA fosters collaborative partnerships that enable partners in the government and private sector to make informed, voluntary decisions and investments


Information and Data Sharing: When it comes to information sharing, every day CISA shares information with critical infrastructure partners and stakeholders and serves as the national hub for cybersecurity and communications information and data sharing near real-time
Capacity Building: CISA’s capacity building involves offering assistance with training and security exercises, in both the public and private sector. By providing free technical assistance, tools, exercises and training programs to critical infrastructure partners around the nation, we help build awareness of an evolving threat as well as increase understanding of what steps to take to mitigate these threats
Incident and Management and Response:  is the sharing, analysis, and response to cyber threats--such as sending experts to the Ukraine to assist in the aftermath of the 2015 attack on the Ukraine’s electric grid, or deploying incident responders at the request of a financial center to assist with containment an APT actor, but more often we are assisting organizations remotely as cyber incidents are reported.   We also help in physical disasters, such as the 2017 hurricane season, by providing analytical and other expert support to decision makers. 
Risk Assessment and Analysis: is the development of strategies for identifying and prioritizing high-risk facilities--as well as supporting the response to security incidents should they occur. Through our regional structure, we are able to provide in-person support around the nation to help critical infrastructure facilities and communities understand their risks, whether cyber or physical.
Network Defense: Regarding Network Defense, CISA is responsible for protecting the Federal .gov space.  This entails the development of processes, tools and technologies to assess and mitigate threats and vulnerabilities of our federal departments and agencies.  One of CISA’s cornerstone programs is an intrusion detection and prevention system called EINSTEIN. EINSTEIN 1 provides awareness of intrusion threats; EINSTEIN 2 provides near-real time intrusion detection; and EINSTEIN 3 Accelerated provides real-time prevention of malicious cyber activity.   We also offer other tools that can assist with network defense of state and local governments as well as the private sector if requested.
Emergency Communications: Lastly, with Emergency Communications, this is one of CISA’s most mature areas as our Emergency Communications Division’s capabilities ensure interoperability of public safety communications at all levels of government.
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Impacts of Cyber Attacks

Potential Future Impacts > Loss of Critical Data + Financial Loss + Damage to Reputation
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Cyber Threats of Today

Ransomware (including Raa$)

* ESXIArg (VMWare ESXI servers)

* Royal (ConnectWise)

* Darkside (Market hacking tools stealing data)

* REvil/ Sodinokibi (targeting MSPs)

* Conti (LE, EM, SLTT), Lockbit, Clop, Egregor, Avaddon, Ryuk etc..

APTs and Nation-State Threats

* Killnet ( Pro-Russian hackers conducting DDoS attacks)
* APT28, APR29, APT41, etc.,

* FIN7, FIN11, etc.

Other malware

* Remote Access Trojans (RATs): e.g., Trickbot, Emotet, LokiBot,
IcedID, BazarLoader

* wiperware: NotPetya; Acid Rain, WhisperGate, Hermetic Wiper'

Threats to External Dependencies
» 3 party vendors, service providers, infrastructure providers
* Supply chain attacks: SolarWinds, Kaseya, Kronos, etc.

Other Threats to Financial Services
* Phishing, BEC, PoS breach, Insider Threat, DDoS, etc.
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ESXIArg: Malicious actors may be exploiting known vulnerabilities in VMware ESXi servers that are likely running unpatched and out-of-service or out-of-date versions of VMware ESXi software to gain access and deploy ransomware.

DarkSide, while a new group, is known to develop and market hacking tools to other groups, and to encrypt and steal data, using a double extortion model threatening public publishing of their victims’ data. Interestingly enough, this criminal group sees itself as being ‘ethical,” in that claims to donate portions of its profits to nonprofits as if it were a Cyber Robin Hood.

WannaCry is a ransomware cryptoworm, which targeted computers running the Microsoft Windows operating system by encrypting data and demanding ransom payments in the Bitcoin cryptocurrency. The worm is also known as WannaCrypt, Wana Decrypt0r 2.0, WanaCrypt0r 2.0, and Wanna Decryptor. 
The WannaCry ransomware attack of 2017 impacted more than 10,000 organizations in 150 countries, including manufacturing and industrial organizations like Nissan, Renault and Dacia, Spanish Telefónica and Deutsche Bahn. It's likely that a fair number of industrial organizations have been impacted but haven't reported the incidents since they are not required to do so by regulatory requirements. 
The initial infection was likely through an exposed vulnerable SMB port. 

Today, most OT networks are susceptible to threats like WannaCry because these networks are increasingly exposed to the internet and external world. Trends like IIoT, Industrie 4.0 and connected industry are driving this connectivity.

A new variant of WannaCry forced Taiwan Semiconductor Manufacturing Company (TSMC) to temporarily shut down several of its chip-fabrication factories in August 2018. The virus spread to 10,000 machines in TSMC's most advanced facilities.

REvil (also known as Sodinokibi) is a private ransomware-as-a-service (RaaS) operation. Cybersecurity experts believe REvil is an offshoot from a previous notorious, but now-defunct hacker gang, GandCrab.

In June 2020, Brazilian power utility Light was victim of a ransomware attack with REvil. Hackers demanded a ransom in Monero cryptocurrency amounting to about U.S. $7M, which was later doubled to around $14M. There is no public information on whether the ransom was paid or not by Light. 

Ryuk is a type of ransomware known for targeting large, public-entity Microsoft Windows cybersystems. It typically encrypts data on an infected system, rendering the data inaccessible until a ransom is paid in untraceable bitcoin.

Researchers at Deloitte Argentina, Gabriela Nicolao and Luciano Martins, attributed Ryuk ransomware to CryptoTech, a little-known cybercriminal group that was observed touting Hermes 2.1 in an underground forum back in August 2017. Hermes 2.1, according to the researchers, is another name for Ryuk ransomware. 

Ryuk’s targets tend to be high-profile organizations where the attackers know they are likely to get paid their steep ransom demands. Victims include EMCOR, UHS hospitals, and several newspapers.

Ryuk is one of the first ransomware families to include the ability to identify and encrypt network drives and resources, as well as delete shadow copies on the endpoint. This means the attackers can then disable Windows System Restore for users, making it impossible to recover from an attack without external backups or rollback technology.

In targeting these organizations, Ryuk was estimated to have generated a revenue of $61 million for its operators between February 2018 and October 2019

Egregor ransomware is a relatively new ransomware (first detected in September 2020), primary distributed via Cobalt Strike. The attack typically involves two steps: initial compromise with email lure that drops Qakbot, followed by the actual Egregor ransomware. The latter is deployed manually by the attackers who have previously gained access as a result of the initial compromise.
On October 29, 2020 a large water and wastewater utility in the U.S. was victimized by a ransomware attack. The risk of additional water and wastewater sector facilities being attacked by this threat is high.

Phobos ransomware is named after the Greek god of fear. Phobos is another one of those ransomware families that primarily targets organizations by employing tried-and-tested tactics to infiltrate systems. While this ransomware may have been coined with different aliases, many consider it an off-shoot or variant—if not a rip-off—of the Dharma ransomware family, which is also called CrySis. This is attributed to Phobos’ operational and technical likeness to recent Dharma strains.
Phobos ransomware, like Sodinokibi, is sold in the underground in ransomware-as-a-service (RaaS) packages. This means that criminals with little to no technical know-how can create their own ransomware strain with the help of a kit and organize a campaign against their desired targets. 
Compared to their peers, Phobos operators are “less organized and professional,” which has eventually led to extended ransom negotiations and more complications retrieving files and systems for Phobos ransomware victims during the decryption process. 

Covidlock is a type of ransomware that poses as a mobile phone app that lures victims in by offering COVID information through downloading the app. The spread of COVID-19 has led to an increase in phishing emails and other malware designed to entrap people looking for information about the virus.
This new type of ransomware known as CovidLock encrypts key data on an Android device and denies access to the victims unless they pay up. 
Though the app claims to offer heat map visuals and other statistical data about COVID-19, in actuality it's a purveyor of ransomware. During installation, the app tries to convince the user to grant it administrative access by promising certain types of information. That access then gives it the opportunity to lock up all contacts, pictures, videos, and social media accounts unless the user agrees to pay the ransom in Bitcoin. 
If the ransom is not paid, the attacker threatens to release all private information publicly and erase the phone's memory. The scheme denies the user access to personal data by forcing a change in the password or PIN used to unlock the phone

Cryptolocker is a strain of ransomware so potent and dangerous that it took a dedicated global government task force to bring it down — but not before the cybercriminals behind it raked in millions of dollars from their victims. CryptoLocker ransomware encrypts files on Windows computers, then demands a ransom payment in exchange for the decryption key. 
It first emerged in September 2013 in a sustained attack that lasted until May of the following year. CryptoLocker fooled targets into downloading malicious attachments sent via emails. Once opened, these Trojan horse attachments would eIn mid-2014, an international task force known as Operation Tovar finally succeeded in taking down Gameover ZeuS. 

As a result, CryptoLocker’s decryption keys were made available online for free. Though it’s difficult to pin down an exact amount, the masterminds behind CryptoLocker had successfully extracted millions of dollars in bitcoin from victims by then. Its considerable success has inspired numerous other cybercriminals to develop “clones” and derivative ransomware strains — some of which haven’t yet been cracked — that are either based on the original CryptoLocker model or simply borrow elements of its namexecute the malware hidden inside.
To help it infect additional victims, the cybercriminals behind it made use of the now-notorious Gameover ZeuS botnet. This was a network of malware-infected computers that could be controlled remotely by the botnet’s operator, without the knowledge or consent of their owners.

Pysa ransomware attacks have targeted a range of sectors including law enforcement, government, healthcare, and finance. According to cybersecurity analysts, Pysa is a variant of the Mespinoza ransomware family and has been active since at least October 2019. This new version uses the .pysa file extension, giving the ransomware its name.

There are various ways in which Pysa is being distributed. One of them is by brute-force attacks on exposed Active Directory services or similar management interfaces, but it’s also delivered in spam or through phishing email campaigns.
Once it’s delivered, the ransomware will try to exfiltrate sensitive information (usernames, passwords, databases, internal business files) before proceeding to encrypt all accessible non-system files via AES implementations. The Pysa ransomware will ensure a large variety of popular file types (.mp3, .mp4. .png, .jpg, .docx, .pptx, .xlsx, .rar) are encrypted.

The stolen data will eventually be used to extort affected parties into meeting the attackers’ ransom demands. Thus, victims cannot regain access to their files unless they decrypt them with a specific decryption tool or key. Organizations or individuals who do not give in to the hackers’ demands will have their information leaked on a website controlled by Pysa operators.

Initially, this version was being used to target large organizations in an attempt to maximize the attackers’ skills, but alerts issued by the FBI, NHS, and CERTFR, warn that, similar to Ryuk and Maze, Pysa ransomware is targeting local government agencies, educational institutions, private companies, and the healthcare sector.

VoidCrypt ransomware is a family of file-locking Trojans that can block digital media on Windows systems. In addition to this encryption-based attack, it may create HTA ransom notes that sell the attacker's decryption service, change extensions, terminate some programs, and make unsafe settings changes. Users should guard their media with appropriately-secure backups and let their anti-malware utilities delete the VoidCrypt Ransomware and its variants as appropriate. 

The VoidCrypt Ransomware's family is a small but currently-in-use one that produces variants for Windows systems, with threat actors labeling them with arbitrary, semi-meaningful names. Default features in the VoidCrypt Ransomware resemble those of the average RaaS or similar Trojan family: it adds extensions with ransoming credentials onto files' names after blocking them with encryption and communicates afterward by ransom notes.

Recent versions of the VoidCrypt ransomware's family use a semi-standard template that differs by the e-mail addresses for negotiating over the file-restoring service. Most details are unexceptional and include a 'free demonstration' for valueless files, a one-day deadline, and, usually, references to Bitcoin as the preferred currency for ransoms.

The VoidCrypt ransomware family Trojans may disable boot-up error messages, turn off programs related to media management, or delete local Windows backups. While familiar to file-locking Trojans, all of these attacks further solidify the VoidCrypt Ransomware's hold on any files as digital prisoners.

MALWARE:

Remote Access Trojans (RATs) – Remote Access Trojans are programs that provide the capability to allow covert surveillance or the ability to gain unauthorized access to a victim PC. Remote Access Trojans often mimic similar behaviors of keylogger applications by allowing the automated collection of keystrokes, usernames, passwords, screenshots, browser history, emails, chat lots, etc. Remote Access Trojans differ from keyloggers in that they provide the capability for an attacker to gain unauthorized remote access to the victim machine via specially configured communication protocols which are set up upon initial infection of the victim computer.  This backdoor into the victim machine can allow an attacker unfettered access, including the ability to monitor user behavior, change computer settings, browse and copy files, utilize the bandwidth (Internet connection) for possible criminal activity, access connected systems, and more.

Trickbot (or “TrickLoader”) is a recognized banking Trojan that targets both businesses and consumers for their data, such as banking information, account credentials, personally identifiable information (PII), and even bitcoins. 
As a highly modular malware, Trickbot can adapt to any environment or network it finds itself in. The many tricks this Trojan has done since its discovery in 2016 are attributed to the creativity and agility of its developers. 
On top of stealing, TrickBot has been given capabilities to move laterally and gain a foothold within an affected network using exploits, propagate copies of itself via Server Message Block (SMB) shares, drop other malware like Ryuk ransomware, and scout for documents and media files on infected host machines.

Emotet is a Trojan that is primarily spread through spam emails (malspam). The infection may arrive either via malicious script, macro-enabled document files, or malicious link. Emotet emails may contain familiar branding designed to look like a legitimate email. Emotet may try to persuade users to click the malicious files by using tempting language about “Your Invoice,” “Payment Details,” or possibly an upcoming shipment from well-known parcel companies.
Emotet has gone through a few iterations. Latest versions evolved to use macro-enabled documents to retrieve the virus payload from command and control (C&C) servers run by the attackers. 

Emotet uses a number of tricks to try and prevent detection and analysis. Notably, Emotet knows if it’s running inside a virtual machine (VM) and will lay dormant if it detects a sandbox environment, which is a tool cybersecurity researchers use to observe malware within a safe, controlled space.
Emotet also uses C&C servers to receive updates. This works in the same way as the operating system updates on your PC and can happen seamlessly and without any outward signs. This allows the attackers to install updated versions of the software, install additional malware such as other banking Trojans, or to act as a dumping ground for stolen information such as financial credentials, usernames and passwords, and email addresses.

Lokibot, also known as, Loki PWS, and Loki-bot, this Trojan malware targets Windows and Android OS. It is designed to infiltrate systems and steal sensitive information like your usernames and passwords, cryptocurrency wallet, and other credentials. First reported in 2015, it has become one of the most prevalent information stealers along with the sinister Emotet malware. 

Because of its simple interface and codebase, it is used by a broad range of cybercriminals including medium-skilled operators who are new to cybercrime.
Some of Lokibot’s nefarious descendants include MysteryBot, Parasite, Xerxes, and the newest version called BlackRock. It is a descendant of Lokibot and has been wreaking havoc during the 2020 lockdowns, attacking not just banking apps but many other Android applications. 

IcedID, also known as BokBot, is a modular banking Trojan that targets user financial information and is capable of acting as a dropper for other malware. It uses a man-in-the-browser attack to steal financial information, including login credentials for online banking sessions. 

Once it successfully completes its initial attack, it uses the stolen information to take over banking accounts and automate fraudulent transactions. 
IcedID is primarily dropped as a secondary payload from other malware, most notably Emotet, in addition to its own malspam campaigns. IcedID uses multiple injection methods to evade antivirus and other malware detection methods, such as injecting itself into operating system (OS) memory and regular processes. The malware authors are known to update IcedID to increase persistence and evade new detection efforts.

Wiperware is designed with one goal in mind: total destruction. The world got its first major viewing of wiperware in the form of a virus called Petya. While, initially, it was reported that the Petya virus was ransomware, it turned out the ransomware claim was just to garner media attention and there was a much bleaker intent than holding data hostage. 

The objective was to permanently wipe as many hard drives as possible on infected networks. 
The attack infected thousands of systems across the world, including massive multi-national corporations like Maersk, Rosneft and Merckhe malware asks users to install a software update and then it immediately takes control of the device. Once it has gained admin access, it completely overwrites all files on the device and in some cases the entire network.

While the motivations behind Petya remain unknown, what is abundantly clear is that wiperware is a threat that needs to be taken very seriously.
NotPetya takes its name from the ransomware Petya, deployed a year prior, which encrypted files and demanded digital currency payment in exchange for decryption. The name, onscreen ransom note, and a similar cryptoviral profile to Petya make NotPetya similar — but the resemblance ends there. 
NotPetya’s messages seeking ransom were disingenuous, as there was no authentic decryption-for-payment opportunity. Following a sudden reboot of one’s machine, NotPetya irreversibly encrypted master boot records even for those willing to pay, there was no decryption key. 
Weeks after the attack there continued to be misdirections from perhaps uninvolved hackers seeking bitcoin in exchange for decrypting files. Consider this: the identifier (a unique number presented on victims’ screens) that victims were told to include in their bitcoin transaction, so perpetrators could remotely decrypt their machine, was found to be…randomly generated. 

NotPetya was not ransomware. 
NotPeyta’s footprint grew so far and so quickly that it likely shocked its creators. 
A former Homeland Security cybersecurity expert, Tom Bossert, stated the damage totaled $10 billion.
Arriving at the $10 billion total of (acknowledged) NotPetya losses is easy considering large, multinational enterprises suffered staggering losses: $870 million lost to pharmaceutical giant Merck, $188 million to maker of Cadbury chocolate Mondel ($188 million), and $400 million to FedEx’s European subsidiary TNT Express. Put in perspective, the WannaCry ransomware attack a month prior to NotPetya is estimated to have cost $4 billion to $8 billion. 
ICS/OT

Operational Technology (OT) refers to computing systems that are used to manage industrial operations as opposed to administrative operations. Operational systems include production line management, mining operations control, oil & gas monitoring etc.

Industrial control systems (ICS) is a major segment within the operational technology sector. It comprises systems that are used to monitor and control industrial processes. This could be mine site conveyor belts, oil refinery cracking towers, power consumption on electricity grids or alarms from building information systems. ICSs are typically mission-critical applications with a high-availability requirement.

Most ICSs fall into either a continuous process control system, typically managed via programmable logic controllers (PLCs), or discrete process control systems (DPC), that might use a PLC or some other batch process control device.

Industrial control systems (ICS) are often managed via a Supervisory Control and Data Acquisition (SCADA) systems that provides a graphical user interface for operators to easily observe the status of a system, receive any alarms indicating out-of-band operation, or to enter system adjustments to manage the process under control.
Supervisory Control and Data Acquisition (SCADA) systems display the process under control and provide access to control functions. 

Triton/Hatman – targets Safety Instrumented Systems (SIS): 
In August 2017, a sophisticated malware targeted petrochemical facilities in the Middle East. The malware—dubbed Triton, Trisis, or HatMan—attacked safety instrumented systems (SIS), a critical component that has been designed to protect human life. The system targeted in that case was the Schneider Triconex SIS. The initial vector of infection is still unknown, but it was likely a phishing attack.
After gaining remote access, the Triton attackers moved to disrupt, take down, or destroy the industrial process. The goal of the attackers is still unclear because the attack was discovered after an accidental shutdown of the plant led to further investigation. 
Investigations conducted by several security companies have revealed a complex malware framework embedding PowerPC shellcode (the Triconex architecture) and an implementation of the proprietary communication protocol TriStation. 
The malware allowed the attackers to easily communicate with safety controllers and remotely manipulate system memory to inject shellcodes; they completely controlled the target. However, because the attack did not succeed it is possible that a payload, the final stage of the attack, was missing. 
All investigations pointed in this direction. If the final payload had been delivered, the consequences could have been disastrous.

Advanced Persistent Threats (APTs) are cyber attacks employing a range of sophisticated techniques designed to steal the company's valuable information. As the name "advanced" suggests, an advanced persistent attack (APT) uses continuous, clandestine, and sophisticated hacking techniques to gain access to a system and remain inside for a prolonged period of time, with potentially destructive consequences.
Because of the level of effort needed to carry out such an attack, APTs are usually leveled at high value targets, such as nation states and large corporations, with the ultimate goal of stealing information over a long period of time, rather than simply "dipping in" and leaving quickly, as many black hat hackers do during lower level cyber assaults. 
The major danger of APT attacks is that even when they are discovered and the immediate threat appears to be gone, the hackers may have left multiple backdoors open that allow them to return when they choose. Additionally, many traditional cyber defenses, such as antivirus and firewalls, can't always protect against these types of attacks.

Threats to External Dependencies:
Supply chain attacks are a cyber-attack that seeks to damage an organization by targeting less-secure elements in the supply chain. A supply chain attack can occur in any industry, from the financial sector, oil industry or government sector. Cybercriminals typically tamper with the manufacturing process of a product by installing a rootkit or hardware-based spying components. Stuxnet computer worm is an example of supply chain attacks.
Third party vulnerabilities: Organizations rely on an ever-increasing and expansive ecosystem of third parties to broaden and optimize their capabilities. By leveraging the extended digital capabilities of these external partners, organizations are better able to grow and compete in their respective markets. Whether these third parties are suppliers, contractors, vendors, business partners or joint ventures; third parties' "third parties" (i.e., Nth parties); or external technologies (e.g., Internet of Things (IoT), open APIs, artificial intelligence (AI), or others), organizations are looking to this network to enhance their business.
The resulting relationships brings a host of benefits but also complicates, adds to, or exacerbates existing risks to the organization. For example, one of – if not THE – most critical risk companies everywhere face is cyber risk, or the potential to be breached and lose customer data, intellectual capital, or more. 
Because many third parties are technology partners, have complex IT solutions, or a lack of security controls, cyber risk can be introduced by them into your environment. In fact, a 2018 Ponemon Institute study, "Data Risk in the Third-Party Ecosystem" showed that 56% of the organizations surveyed had experienced a data breach caused by one of their vendors.

Energetic Bear: AA20-296A Russian State-Sponsored Advanced Persistent Threat Actor Compromises U.S. Government Targets
�In October 2020, CISA released a joint cybersecurity advisory with the FBI that provides information on Russian state-sponsored advanced persistent threat (APT) actor activity targeting various U.S. state, local, territorial, and tribal (SLTT) government networks, as well as aviation networks. This advisory updates joint CISA-FBI cybersecurity advisory. Since at least September 2020, a Russian state-sponsored APT actor—known variously as Berserk Bear, Energetic Bear, TeamSpy, Dragonfly, Havex, Crouching Yeti, and Koala in open-source reporting—has conducted a campaign against a wide variety of U.S. targets. The Russian state-sponsored APT actor has targeted dozens of SLTT government and aviation networks, attempted intrusions at several SLTT organizations, successfully compromised network infrastructure, and as of October 1, 2020, exfiltrated data from at least two victim servers.
�Earlier this spring 2021, the Biden administration announced a 100-day Plan to address cybersecurity risks to the U.S. electric system. Led by Department of Energy’s Office of Cybersecurity, Energy Security, and Emergency Response (CESER) and coordinated with CISA and electricity industry, the effort took action  by advancing technologies and systems that will provide cyber visibility , detection, and response capabilities for industrial control systems of electric utilities. In late July, DOE and CISA testified before the U.S. House Committee on Oversight and Reform, Subcommittee on National Security, about the cybersecurity of the U.S. electrical grid, the 100-day Plan, and highlighted the Biden Administration’s commitment to securing our nation’s critical infrastructure and described the decisive and meaningful steps it has taken to strengthen the cybersecurity of the U.S. electrical grid. 
�What is Industry 4.0 and IIoT?
Industry 4.0, which encompasses IIoT and smart manufacturing, marries physical production and operations with smart digital technology, machine learning, and big data to create a more holistic and better connected ecosystem for companies that focus on manufacturing and supply chain management.



Protective Measures in the “New Normal’

What your IT, and IT Security shops need to have in place (i.e., the basics)

Today

Inventory all people, processes, technology and information
Document critical systems and the services they support
Have a plan for responding to cyber incidents

Backup all data and test backed-up data regularly

Deploy and update endpoint detection on all servers and

workstations

Turn on logging for all network appliances, servers and

services

Develop and Implement comprehensive patch

management process

Tomorrow

Implement strong identity management practices
(i.e., MFA)

Plans to decommission End of Life systems
Develop and strengthen situational awareness
Implement innovative security awareness training
Implement a secure network architecture

Conduct internal audits and periodic cyber

assessments

Utilize cyber attack frameworks when responding to

cyber incidents



Protective Measures In the “New Normal”

Organizational Leaders All End Users
* Know business risks and treat cyber attacks as a risk » Participate in security awareness training and a
area, to operations and to supply chains general awareness in cyber threats
» Foster a culture of operational resilience and cyber « Be aware of your digital footprint and know the
readiness end-user security features available to you
* Incorporate cybersecurity as a part of business - Practice good operational security when

strategy, including all external relationships participating in web conferencing

» Build and expand a network of trusted relationships . Know the data backup options available and

with sector partners and government agencies for _
ensure locally stored data is backed up

access to timely cyber threat information, incident

reporting, and response coordination » Be vigilant, accountable, and report incidents

and suspicious activity immediately




Mechanics of a Cyber Attack

Who is the Target?

_ « Smaller organizations with less sophisticated networks

?2?32:3 / * Pre-existing relationships with intended targets
 Deliberately selected, not targets of opportunity
- Examples: vendors, integrators, suppliers, and strategic

R&D partners

 Used for staging tools and capabilities
* Small, medium, and large organizations

!I.r:fg"ec:zd /  U.S. Targets focused across all sectors to include Financial services sector
e Sophisticated networks with more defensive cyber tools




CISA Offers No-Cost Cybersecurity Services

* Preparedness Activities * Response Assistance

* Cybersecurity Assessments * Remote Assistance

» Cyber Hygiene Services * Incident Coordination

* Risk and Resilience-based Assessments * Threat intelligence and information
* Cybersecurity Training and Awareness sharing
* Cyber Exercises and “Playbooks” * Malware Analysis
* National Cyber Awareness System
* Vulnerability Notes Database zaild * Cybersecurity Advisors

* Information Products and O\O - ° * Incident response coordination

Recommended Practices ©

H _ * Cyber assessments

* Workshops

* Working group collaboration

* Advisory assistance

* Public Private Partnership Development

Contact CISA to report a cyber incident
Call 1-888-282-0870 | email report@cisa.dhs.qgov [ visit https://www.cisa.qgov
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Speaker notes needed by a CSA. Original slide notes: ALT Slide- general narrative on this one is “Left of “BOOM”, right of “BOOM”, where boom= incident.

Information sharing products and services:
HSIN
ISACs (i.e. FS-ISAC)
White papers, CISA Cyber Essentials, CISA Insights, etc.

Vulnerability Notes Database 
CVE’s, notifications and alerts

National Cyber Awareness System 
Currently used by CISA Central to triage and assign severity level of cyber attack to determine priority and level of Fed. Government response

Information Sharing / Threat Indicator Sharing programs
AIS, 
Shared Cybersecurity Services (SCS), 
Continuous Diagnostics and Mitigation (CDM)
Enhanced Cybersecurity Services (ESC)
EINSTEIN program


mailto:CISAservicedesk@cisa.dhs.gov
https://www.cisa.gov/

Cyber Resilience Review

* Purpose: Evaluate operational resilience and
cybersecurity practices of critical services.

* Delivery: Either CSA-facilitated, or self-
administered

* Benefits: Report detailing an organizations
capability and maturity in security

management, and gaps against NIST CSF ,
Cyber Resilience Review (CRR):

Question Set with Guidance

Voluntary assessment that is available at no-cost to

requesting organizations February 2016

2a Homeland
y Security

CRR Question Set & Guidance
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The goal of the Cyber Resilience Review, or CRR, is to understand an organization’s operational resilience and ability to manage cyber risk to its critical services during normal operations and times of operational stress and crisis. The CRR is based on the CERT Resilience Management Model [http://www.cert.org/resilience/rmm.html], a process improvement model developed by Carnegie Mellon University’s Software Engineering Institute for managing operational resilience. The Review is a no-cost method to assess cybersecurity postures and measure your standing against the NIST Cybersecurity Framework

One foundational principle of the CRR is the idea that an organization deploys its assets (people, information, technology, and facilities) to support specific operational missions (i.e., critical services). Applying this principle, the CRR seeks to understand an organization’s capacities and capabilities in performing, planning, managing, measuring, and defining cybersecurity practices and behaviors in various areas. 


Critical Service Assets and Examples

Administrators

Servers and Software
Firewalls

Technicians
Incident Response
Personnel

Service A

OPERATIONS

Service B

MISSION

Service C

ASSETS

Data (e.g., Patient Records)

Set Points = Data Centers
Configuration Files = Emergency Operation Center
= Remote Equipment Closets
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enhance their knowledge base and ultimately reduce vulnerabilities and risks in the networks and IT systems they oversee and regulate that control the nations utility systems


CRR Sample Report includes:

Domain performance of
existing cybersecurity
. e o capability and options for
NIST Cybersecariy Framework Samman ] .
consideration for all responses

Your Performance Compared to All CRR Partl:lpants - —— &
Percentage of Practices Completed by Domain o Wt 8 g o | o
100% E -

0%,

N A —
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e .:_ = = DOMAIN 1: ASSET MANAGEMENT

e
- ' MI-1
W e ] Gl|@| @[ |G| G

T % ‘ =
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E —r - - i

S 6% |- \/ . r - ‘The purpose of Asset Management (AM) is to identify, document, and manage assets during their life cycle
g n \ / s — - to ensure sustained productivity to support critical services. There are seven goals in t Management:
T p— e

g oo o] =" - u . Goal 1 - Identify & prioritize critical services

E / L L | . Goal 2 - Inventory assets, and establish the authority and responsibility for these dssets

E 40% \ / \ ] - - Goal 3 - Establish the relationship between assets and the services they s n B

g Goal 4 - Manage the asset invens

3 = v L] 5 %] tory

— . Goal 5 - Manage access to assets
. = = - - . (Goal & - Prioritize & manage information assets
n .

= . (Goal 7 - Prioritize & manage facility assets
. — - e . . y .
109% ‘The following contains questions asked during the CRR e'dsset Management domain, and
el = [ Vour organization's response to these questions. In c; where is noted as “Incomplete” or
0% — L] N | “No", there is an accompanying Opuunfur(:onslw
riros  Coriguran
Managemert_Managenent and char - —

Goal1- lﬂmnfyip'nmzemnnlm

f potentia

Comparison data with | S —————
other CRR participants . —————me—

*facilitated only

A summary “snapshot”
graphic, related to the NIST m?@““msfmﬁmmmmmgw

protecting and sustaining assets commensurate with their value to the services they support.
Additional Reference: NIST SP 800-18, Revision 1, "Guide for Developing Security Plans for Federal

Cyber Security Framework. ey i
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enhance their knowledge base and ultimately reduce vulnerabilities and risks in the networks and IT systems they oversee and regulate that control the nations utility systems


Protected Critical Infrastructure Information Program

Protected Critical Infrastructure Information (PCIl) Program Guards
Your Information

» Sensitive critical infrastructure information voluntarily given to CISA is
protected by law from

* Public release under Freedom
of Information Act requests,

* Public release under State, local,
tribal, or territorial disclosure laws,

« Use in civil litigation and
« Use in regulatory purposes.




Best Practices for Operational Resilience

Know your assets being protected & their requirements, e.g., Confidentiality, Integrity, and
Availability

Consider establishing an asset management process against its process description, standards, and procedures,
and address non-compliance.

Consider documenting the Critical Services Asset Inventory to include the mapping of all devices and how they
are connected.

Consider establishing an organization-wide approach to controls management that includes:

selecting from the organization's set of standard processes those processes that cover the controls management process
and best meet the needs of the organizational unit or line of business

establishing the defined process by tailoring the selected processes according to the organization's tailoring guidelines

ensuring that the organization's process objectives are appropriately addressed in the defined process and ensure that
process governance extends to the tailored processes

documenting the defined process and the records of the tailoring
revising the description of the defined process as necessary




Best Practices for Operational Resilience cont’d

Manage asset configurations and changes

Consider sponsoring standards, and guidelines, including procedures, standards and guidelines for:
establishing and managing baseline configurations
change control
methods for measuring adherence to policy, exceptions granted, and policy violations
Manage changes to assets and to the asset inventory

Know your vulnerabilities and manage those that pose the most risk

Consider establishing an organizational approach to vulnerability management that includes:

selecting from the organization’s set of standard processes those processes that cover the vulnerability management
process and best meet the needs of the organizational unit or line of business

establishing the defined process by tailoring the selected processes according to the organization’s tailoring guidelines

ensuring that the organization’s process objectives are appropriately addressed in the defined process and ensure that
process governance extends to the tailored processes.

documenting the defined process and the records of the tailoring
revising the description of the defined process as necessary

Consider a Risk Acceptance process




Best Practices for Operational Resilience cont’d

Be able to detect and respond to incidents

Consider measuring the performance of incident management activities to evaluate adherence to the process
and share those results with higher-level management.

Ensure workable plans are in place to manage disruptions

Development of COOP documents:
Establish requirements for recovery time objectives and recovery points
Develop and document asset requirements for Facilities supporting the critical service

Have a standard for testing service continuity. To include performing tests and reviewing those results to identify ways to
improve.

Know and address your biggest risks that considers cost and your risk tolerances

Consider establishing a IT Risk Management Process and the Business Risk process following a shared
definition of risk.

identify risks that could prevent the delivery of the critical service.

Track identified risks to closure.

Document the process for performing risk management activities.

Develop and document a risk management process (adequate funding will be required)




Best Practices for Operational Resilience cont’d

Ensure your people are trained on and aware of cybersecurity risks and practices

Insufficient processes to measure the effectiveness of training and awareness activities.

Consider acquiring training and awareness work products, measures, measurement results, and
improvement information derived from planning and performing the process to support future use and
improvement of the organization's processes and process assets.




CYBERSECURITY &
INFRASTRUCTURE
SECURITY AGENCY

Topics v Spotlight

https://www.cisa.gov

‘ @ REPORT A CYBER ISSUE |

Resources & Tools News & Events v Careers v About v

Click on Resource & Tools and type “Cyber Resource Hub” in
the “What are you looking for?” box.

Tomorrow

As America's Cyber Defense Agency, we lead the national effort

to understand, manage, and reduce risk to our critical

infrastructure.

LEARN MORE -




https://www.cisa.govresources-

tools/services?search_api_fulltext=cyber+resourcet+hub&sort_by=label

CYBERSECURITY & (2550 search
INFRASTRUCTURE (¥ /&S] AMERICA’S CYBER DEFENSE AGENCY ‘
SECURITY AGENCY g2

Topics v Spotlight Resources & Tools v News & Events v Careers v About v

Home / Resources & Tools sHARE: @) © in

Filters Services

What are you looking for?
RESPOND TO AN INCIDENT | FOUNDATIONAL, INTERMEDIATE, ADVANCED

cyber resource hub Cyber Incident Response
For cybersecurity incidents that have a national security interest and align with national priorities, CISA provides incident
Sort by (optional) response augmentation, artifact analysis, and coordination assistance.
Title

ASSESS YOUR RISK LEVEL | INTERMEDIATE
RESET Cyber Infrastructure Survey

The Cyber Infrastructure Survey provides a service-based view of the effectiveness of organizational security controls,
cybersecurity preparedness, and the overall resilience of an organizationa€™'s cybersecurity ecosystem.

Topic +
Program + Cyber Resilience Review (CRR)

An assessment that evaluates an organization's operational resilience and cybersecurity practices.
Audience +
Task Type + ASSESS YOUR RISK LEVEL | FOUNDATIONAL

Cyber Security Assessment and Management (CSAM) Advisory Services
Readiness Level +

Ensure the CSAM application is effectively utilized and aligned with policy, posture, maturity, and culture.



Multi-State Information Sharing and Analysis
Center:

Focal point for cyber threat prevention, protection,
response and recovery for state, local, tribal, and
territorial governments.

Operates 24 x7 cyber security operations center,

providing real-time network monitoring, early cyber

threat warnings and advisories, vulnerability identification
and mitigation and incident response. For more information,
visit www.cisecurity.org/ms-isac or email info@msisac.org

ISACs and ISAOs:

Information Sharing and Analysis Centers (ISACs) or

Organizations (ISAOs) are communities of interest sharing
cybersecurity risk, threat information, and incident
management to ir 10re infof RS
visit www.nationa ‘more Ol IDAUS

T, L 0‘REN—ISAC
s, ==3
" ([@® viEisac
5 ‘-? MEDIA + ENTERTAINMENT
g & INFORMATION SHARING ANALYSIS CENTER
\

d @ FS-ISAC

&

= Real Estate
@K

Information Sharing
and Analysis Center

RETAIL & HOSPITALITY
= ISAC

VISIL

Serving the Commercial Facilities Sector

ITS ISAC

MS-ISAC®

Multi-State Information
Sharing & Analysis Center®

< Elections
A Infrastructure
ISAC”

-

ONG-ISAC

National Defense ISAC

< WATER "N
7« ISAC SIIQCC a5
%“"
ot s H-1ISAC
E HEALTH - ISAC i |
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Funded by CISA, the Multi-State Information Sharing and Analysis Center offers a broad range of services for state, local, tribal, and territorial governments. MS-ISAC also supports the Elections Infrastructure ISAC, which was stood up in March 2018.  MS-ISAC and the EI-ISAC are based in the non-profit Center for Internet Security. 
ISACs are focused on a specific industry sector such as financial services, automotive, energy, health, nuclear, etc. and help sector critical infrastructure owners and operators protect their facilities, personnel and customers from cyber and physical security threats by collecting, analyzing, and sharing threat information to members. ISACs also provide members with tools to mitigate risks and enhance resiliency. 
Some organizations, however, do not fit neatly in an established sector or have unique needs. Organizations that cannot join an ISAC but want the benefits of similar structures could benefit from membership in an ISAO.  The White House in 2015 issued Executive Order 13691 directing DHS to encourage development of Information Sharing and Analysis Organizations. 

http://www.cisecurity.org/ms-isac
mailto:info@msisac.org
http://www.nationalisacs.org/
http://www.isao.org/about

Cyber Hygiene Services

A persistent scanning service of internet-accessible systems for
vulnerabilities, configuration errors and suboptimal security practices.

Email vulnerability @ cisa.dhs.gov and attach a copy of:
Service Request Form (SRF)
Cyber Hygiene Acceptance letter.

Sample reports can be found on the Vulnerability Management
webpage at: htips://us-cert.cisa.gov/resources/ncats



mailto:vulnerability@cisa.dhs.gov
https://us-cert.cisa.gov/resources/ncats

Additional CISA Resources:

STOP RANSOMWARE: https://www.cisa.gov/stopransomware/cyber-security-evaluation-tool-csetr

Download the CSET Tool: https://www.cisa.gov/downloading-and-installing-cset

Cyber Hygiene Services: email us at vulnerability@cisa.dhs.gov with the subject line “Requesting Cyber Hygiene Services” to get
started.

Cyber Resource Hub: https://www.cisa.gov/cyber-resource-hub

Cyber Essentials: hitps://www.cisa.gov/cyber-essentials

Vulnerability Disclosure Policy Template: https://www.cisa.gov/vulnerability-disclosure-policy-template

CISA Incident Reporting Form: https://us-cert.cisa.gov/forms/report

Cybersecurity Training and Exercises: htips://www.cisa.gov/cybersecurity-training-exercises

CISA Tabletop Exercise Packages: https://www.cisa.gov/cisa-tabletop-exercises-packagesCISA

Know Exploited Vulnérabilités (KEV) Catalog: https://www.cisa.gov/known-exploited-vulnerabilities-catalog

Cyber Incident Response : https://us-cert.cisa.qov/forms/report and/or Filing a Complaint with IC3: https://www.ic3.gov/



https://www.cisa.gov/stopransomware/cyber-security-evaluation-tool-csetr
https://www.cisa.gov/downloading-and-installing-cset
mailto:%20vulnerability@cisa.dhs.gov
https://www.cisa.gov/cyber-resource-hub
https://www.cisa.gov/cyber-essentials
https://www.cisa.gov/vulnerability-disclosure-policy-template
https://us-cert.cisa.gov/forms/report
https://www.cisa.gov/cybersecurity-training-exercises
https://www.cisa.gov/cisa-tabletop-exercises-packagesCISA
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://us-cert.cisa.gov/forms/report
https://www.ic3.gov/

W

Rahul Mittal

Cybersecurity Advisor, Region 3
National Capitol Region
Rahul.mittal@cisa.dhs.gov

Regional Support:
CISARegion3@hqg.dhs.gov

To Report an Incident:
https://us-cert.cisa.gov/report

Media Inquiries:
CISAMedia@cisa.dhs.gov



mailto:Rahul.mittal@cisa.dhs.gov
mailto:CISARegion3@hq.dhs.gov
https://us-cert.cisa.gov/report
mailto:CISAMedia@cisa.dhs.gov




Cyber Resilience Review Domains

Asset Management
Know your assets being protected & their requirements, e.g.,
Confidentiality, Integrity, and Availability

Configuration and Change Management
Manage asset configurations and changes

Controls Management
Manage and monitor controls to ensure they are meeting your
objectives

External Dependencies Management
Know your most important external entities and manage the
risks posed to essential services

Incident Management
Be able to detect and respond to incidents

Risk Management
Know and address your biggest risks that considers cost and your risk
tolerances

Service Continuity Management
Ensure workable plans are in place to manage disruptions

Situational Awareness
Discover and analyze information related to immediate operational
stability and security

Training and Awareness
Ensure your people are trained on and aware of cybersecurity risks
and practices

Vulnerability Management
Know your vulnerabilities and manage those that pose the most risk

For more information: https://www.cisa.gov/cyber-resource-hub
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enhance their knowledge base and ultimately reduce vulnerabilities and risks in the networks and IT systems they oversee and regulate that control the nations utility systems


Mechanics of a Cyber Attack - 1




Mechanics of a Cyber Attack - 2




Cyber Statistics
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